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Overview: 

Supply chains, distribution centers, transportation hubs, multi-modal, and individual modes of transportation are vulnerable to the rise in cargo theft. FreightWatch International reported a rise of over 4% in cargo theft in 2010 with the trend continuing upward. While the food and beverage industry experienced the most cases, electronics was a close second accounting for over 18% of all cargo theft reported incidents. Your company, Micro Tablets, manufactures and ships tablets to top resellers across North America. Recently, there have been complaints from your largest clients about missing or incomplete shipments.  
Facts: 
Micro Tablets sells to all major “Big Box” retailers making the delivery of assets essential to avoid chargeback fees and penalties for incomplete shipments. Tables are manufactured in Iowa and either shipped direct to your major clients distribution centers or to your own distribution centers in Denver, Atlanta, and Chicago. According to the latest “cargo theft map” released by the Miami Dade Police Tactical Operations Multi-Agency Cargo Anti-Theft Squad, “TOMCATS”, all three of your DC locations are “hot spots”. (See illustrations) Source: FreighWatch Annual Report US Cargo Theft 2010
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With sales improving, despite the economic events over the past few years, Micro Tablets cannot afford to lose customers to Dell, Apple, Samsung, and other competitors. To preclude this, it is imperative that you determine where the thefts and losses are occurring and take preventive action.
What’s happening?

Micro Tablets runs two shifts of operations; production takes place during the day and all outbound processes take place on the second shift between the hours of 4pm and 11 pm. As orders are manufactured and filled, the finished products are boxed in individual packages, shrink wrapped, priced, and forwarded to outbound for the final packaging stages and shipping. 

Throughout the evening, trucks arrive at one of the 15 outbound docks for ”live load” processing. Currently, there are no dedicated transportation providers. Some clients demand UPS and FED-EX delivery while others leave the choice entirely up to Micro Tablets. As scheduled pickups arrive, shipping clerks load the finished products in a variety of configurations; everything from floor loading to pallet stacking. Micro Tablets prepares a multitude of packaging configurations with the smallest being boxes of six. Shipments are trucked directly to the resellers or to airports and ports for overseas or expedited shipping. 

Recently, some of your largest customers have complained about broken cases, empty packages, and orders being short. Losses are occurring somewhere in the distribution channel however, according to research and findings from FreightWatch International,  warehouse burglaries, theft from containers, and fictitious pickups are the top three reasons for cargo theft. Thieves appear to be removing the inner packages from pallets, versus the entire pallet, so shipments appear untouched until final delivery. According to FreightWatch International’s research, weekend shipments were of high risk; at Micro Tablets, many of your major shipments take place on Monday. (See illustration).
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Situation:
You would like to call a meeting but, at this moment, you’re not sure who can be trusted, internally or externally. After careful consideration, you assemble a small team that included the Chief of security, the two shift leaders, and the Transportation Scheduler. While you want to stop the stealing, ultimately, you want to catch them in action. In the meeting, you discuss and identify security gaps with your team and possible solutions to implement. As the discussions continue, you now realize just how weak the “chain of custody” is for these valuable goods. 

You tasked the shift leaders with reviewing the touch paths for the finished goods as they leave manufacturing and flow into the DC. Their analysis reveals, a tablet is touched or changes hands a minimum of six times. These steps could include; receipt, replenishment, pick, pack, outbound, and loading. Upon further review, they also identified the packing area and returns area as a potential problem due to their close proximity to each other.  

You tasked the Chief of security with identifying any internal / external problem areas where the visibility of assets and / or individuals performing processes was hindered. He identified gaps in the packing area and on the loading docks; especially at night. Additionally, the Transportation Scheduler stated he had noticed some last minute changes over the last few months from a few carriers but thought nothing of it until now.

You have been assigned as the project manager for shrinkage. Your task is to review the observations mentioned above, assess, and recommend corrective measures to pinpoint where the losses are occurring. Specifically:
1. The tablet changes hands at least six times; are there any opportunities to reduce the number of touches utilizing the “Least Handled / Best Handled” concept?
2. Where, if any, would you install security monitoring devices?

3. Can you think of any improvements to the packing process that could deter theft? Would you redesign or relocate them away from returns processing?
4. Are there any changes you would recommend in the transportation scheduling process?
5. Are there any technology concerns?

6. Are there any changes you would require of the transporters picking up the shipments?
7. In what order would you implement your recommendations in hopes of catching the culprits? 
INSTRUCTOR APPLICATION NOTES

This case can involve the various chapters of study for students who are studying logistics, supply chain, logistics security, transportation, or warehousing. Students will recommend a wide variety of ideas based on their knowledge of the subject and / or personal experiences. Some recommended ideas could include:
Implement: Colored shrink-wrap, exploding dye packs, tamper resistant packages, security tape, sequential tape, seals, cameras, chain of custody documentation, numerical seals for trucks, RFID Tags, staged bar-code scanning, dedicated drivers, time release seals, smart tags, security cages, plain wrappers and boxes versus identifiable containers.
Remember, security is one of those areas where it's easy to solve symptoms but not the root of the problem, so you have to ensure you assess the situation, review the processes and make some smart choices. Additionally, when it comes to assessing security flaws some items to consider can or should include: 

Review: How close is the employee parking lot in relations to the docks/warehouse and do employees walk through security before getting to their car? Do you have perimeter fencing that controls access and exit points from the facility? Should you consider rotating your personnel so drivers and shippers are not the same on every shift? If you suspect a problem then mix it up a little and see what happens. Do not allow anyone to load or invoice their own truck. Think about putting someone undercover at different stages in the process. Ultimately, you could outsource the detection process.

While you are on the subject of security, here are some internal indicators that may signal a theft problem and a good discussion on internal security.
Internal Signs: Inventory levels on high cost, high theft type items fluctuate daily, certain employees refuse to take vacations, employees refusing promotions to move to other areas, obvious examples of someone living beyond their salary range, erroneous invoicing, constantly missing paperwork, handwritten paperwork instead of the computer generated documents, crossed out areas on order picks, invoices, shipment quantities, refusal to delegate certain tasks or responsibilities that should / could be delegated easily, ship to addresses that equate to employees or relatives’ addresses, review of short receipts, inventory adjustments, damage, and shelf-life adjustment patterns.


