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1. Paste the screen shot taken in Part 2 – “Use an HMI System to Monitor and Control ICS 

Components“ into this question: 

 
 

 

 

2. Paste the screen shot taken in Part 3 – “Use an OPC Server to Monitor and Control ICS 

Components“ into this question: 



 

  

 

 
The screen show submitted by the student should show a different time and/or some other 

difference from this and the reference example. 

 

 

3. Paste the screen shot taken in Part 4 – “Use Wireshark to view Modbus/TCP traffic“ into this 

question: 



 

  

 

 
The screen show submitted by the student should show a different time and/or some other 

difference from this and the reference example. 

 

 

4. Paste the screen shot taken in Part 5 – “Use Metasploit to exploit Modbus/TCP vulnerabilities“ 

into this question: 



 

  

 

 
The screen show submitted by the student should show a different time and/or some other 

difference from this and the reference example. 

 

 

5. What is the status of the system power and the pump power when the packets containing the 

protocol data unit reference 1909 were captured? 

 

The byte of data read from memory area Q0.0 contained the hexadecimal value 01. This 

converts into 0000 0001 in binary. The Power tag is assigned address Q0.0 which maps to the 

least significant binary bit containing the value 1. The Pump tag is assigned address Q0.1 which 

maps to the second least significant binary bit containing the value 0. This means that power to 

the pump is off and power to the system is on. 

 

 


