Lab 1

Scenario Overview

The industrial control system (ICS) used in this scenario simulates an environment that might be
used to cool industrial equipment. The ICS is made up of five systems. The first system contains a
tank, tank level sensor and a water pump. The second system is a programmable logic controller
(PLC) which controls the water pump based on the level of water found in the attached tank. The
third system is an Open Platform Communications (OPC) server which accesses and modifies data
found on the PLC. The fourth system is running Human Machine Interface (HMI) software which
communicates with the OPC server to provide a human system operator with system statistics and
control. The final system in the ICS is a security appliance that provides routing and firewall
services for all systems. This scenario also make use of a system running Kali Linux. In this lab the
virtual network switch is configured so that the Kail system receives all data transmitted.
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In this lab you are going to use Wireshark to capture and view typical network traffic. You will
observe that Wireshark can present captured data in multiple formats. You will use Wireshark
display filters to limit the traffic shown to only that which interests you. Finally, you will use
Wireshark's follow stream functionality to demonstrate how to collect, decode and view related
network traffic in a single window.

Part 1

Install Systems

In this part of the lab you are going to install and configure the systems needed to complete the lab.

1. If necessary, install the free Oracle VirtualBox Manager software on your system.
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2. Download, and if necessary, extract, the lab image ICS-VirtualBox.ova found at
https://www.nl.northweststate.edu/CAMO/software/VirtualMachine/VirtualBox/.

3. Startthe Oracle VM VirtualBox program.

4. Import the ICS-VirtualBox.ova lab image.

5. After the import has completed access the Settings for the Security Appliance virtual
machine and change its configuration so that it is bridged to the network device in your host
computer.

6. Power on the systems in the following order:

Part 2

Security Appliance
Sensor

PLC

OPC

HMI

Kali

Login to Kali and activate the network device connected to the
manufacturing network

In this part of the lab you are going to login to the Kali system, view the system's IP address, bring up
its second network card then start the ping program to generate typical network traffic.

1. Access the Kali system.

2. Atthe login screen enter student into the Enter your username field and Password01 into the
Enter your password field.

3. Clickthe Log In button.
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https://www.nl.northweststate.edu/CAMO/software/VirtualMachine/VirtualBox/

4. Open aterminal (command prompt) window by clicking the Terminal Emulator button found
at the upper left hand corner of the window.
Kali-Modbus @ & O 5 & Actions €3
N 07:54PM O A O & c¢

Terminal Erautetor
Use the commanatine

Trash

File System

ft

5. Type the command nmcli connection to view the available network connections.

6. Notice that the Cell-Area Zone configuration is associated with a device but the
Manufacturing Zone configuration is not.

7. Type the letter q to stop viewing the network configurations.

8. Switch the zone (network segment) that the Kali system is connected to by typing the
command ~/change_network.sh then providing the student user's password, Password01
when prompted.

e To prevent people from looking over your shoulder and writing down the password it is
not displayed on the screen as you are typing.

9. View the available network configurations by typing the command nmcli connection.

10. Notice that now the Manufacturing Zone configuration is associated with a device but the
Cell-Area Zone configuration is not.

11. Type the letter q to stop viewing the network configurations.

e |fyou restart the Kali system at any point during this lab you will need to redo this
section of the lab instructions.

Part 3

Use Wireshark to capture and view network traffic in different formats
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In this part of the lab you are going to use the Wireshark network monitoring software to capture

and view typical network data.

1. Typethe command ping 10.0.105.1 to generate typical ICMP network traffic.

2. Open anew tab in the Terminal Emulator program by going to the File menu then choosing

the option + New Tab
3. Startthe Wireshark program by typing the command sudo wireshark

e |fyou are using sudo and are prompted to authenticate type in the password

Password01 followed by the <ENTER> key.

4. After the Wireshark program starts select the manufact-zone network device to indicate

that you wish to capture data on that device.

£ The Wireshark Netwerk Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Welcome to Wireshark

Stop capturing packets

Capture
..using this filter: | |E'wt?' a capture filter .. '} All interfaces shown ~
cell-area-zone LA A A
Start manufact-zone
. any o A
Capturin Loopback: lo
Eackets bluetooth-monitor
nflog
nfqueue

dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon

@ Random packet generator: randpkt Capture device selection

@ systemd Journal Expert: sdjournal
@ SSH remote capture: sshdump
@ UDP Listener remote capture: udpdump

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.4.3 (Git v3.4.3 packaged as 3.4.3-1).
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5. Click the Start Capturing packets button to begin capturing network data.

TheWireshark Netwerk Analyzer - 0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

=3 -] +

Stop capturing packets

Welcome to Wireshark

Capture
...using this filter: | |E-wts' a capture filter '} All interfaces shown ~
cell-area-zone N AR A
Start manufact-zone
. any et A,
Capturin Loopback: lo
Eackets bluetooth-monitor
nflog
nfqueue

dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
@ Random packet generator: randpkt
@ systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
@ UDP Listener remote capture: udpdump

Capture device selection

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.4.3 (Git v3.4.3 packaged as 3.4.3-1).

6. Letthe system capture data for about 1 minute.
7. Click the Stop Capturing packets button to stop capturing network data.

The Wireshark Network Analyzer - o

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Stop capturing packets

Q Qe i

=3 -] +

=

Welcome to Wireshark

Capture
...using this filter: | |E-wts' a capture filter '} All interfaces shown ~
cell-area-zone AR AN
Start manufact-zone
. any frdhn AA,
Capturin Loopback: lo
packets bluetooth-monitor
nflog
nfqueue

dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
@ Random packet generator: randpkt
@ systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
@ UDP Listener remote capture: udpdump

Capture device selection

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.4.3 (Git v3.4.3 packaged as 3.4.3-1).
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8. Scroll through the list of packets in the top, packet list, pane and observe the type of data
shown.
e You should see that the data is ordered, contains a time stamp in relation to when the
capture started, IP addressing information, the protocol being used, length of the
packet and an overview of the data contained in the packet.

nanufact-zone - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

aQ Qe ir

|l\sp|: y a display fi .. <Ctrl-/> -3 - +
No. Time Source Destination Protocol Length Info -
1 6.000000006  10,0.105,101 .8.105. Echo (ping) request 1d-8xd563, seq-1654/30214, ttl=6
2 0.000489140  10.6.105.1 ICHP 98 Echo (ping) reply  1d-9xd563, seq-1654/30214, ttl-6¢
3 0.270180109  fe80::aB0:277f:fed2. i ICMPVG6 110 Router Advertisement from 08:09:27:82:de:28
4 8.279922661  fe80::a00:27ff:fTed3. i ICHPVE 90 Multicast Listener Report Message v2 .
5 ©.469301590 1 1a0@; 27FF: Ted2. 38 ICMPVE 989 Multicast Listener Report Message v2 acket list
6 ©.471946165 aBe: 27Ff: fedd. ICHPVE 99 Multicast Listener Report Message vZ pone
7 ©.868872895 ::aB0: 277f: feb2. i ICHPVE 96 Multicast Listener Report Message v2 Eone
R 1 AZANATRAA AN A 1R 11 0oA ) TrMp QR Frhn (ninn) renuect id=AvARR2  cen=1RRAR/2NATA __ ttI1=R:
4 »

v Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface manufact-zone, id @

y Ethernet II, Src: PcsCompu_43:67:d8 (08:00:27:43:67:d8), Dst: PcsCompu_B2:de:28 (P8:00:27:02:de:28)
Internet Protocol Version 4, Src: 10.0.185.181, Dst: 10.0.105.1

0 .... = Version: 4

= Header Length: 20 bytes (5)

rvices Field: @x0@ (DSCP: CS@, ECN: Not-ECT)

Different

Total Length: &

Identification: Bx76cc

Flags: @x4@, Don't fragment

Fragment Offset: @

Time to Live: 64 H
More/less detail

Protocol: ICMP (1) More/less detai

Header Checksum: Oxdd76 [validation disabled] expansion toggle

[Header checksum status: Unverified]

Source Address: 18.0.185.101

Destination Address: 18.8.1085.1

» Internet Control Message Protocol

packet details
ane

©8 0@ 27 02 de 28 B8 O@ 27 43 67 d8 8 60 45 89 - (.-
89 54 76 cc 40 B0 40 ©1 dd 76 Oa 80 69 65 @a B9 Tv-@-@
69 ©1 08 00 72 42 d5 63 @6 76 60 2 dd 60 @0 B8 i -rB.c
0 B8 6@ aa bd ©2 B® BE 6B 0O 69 18 11 12 13 14 15 packet bytes
10 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 1ag ane
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 36 &'()"+,- ./ pane
36 37 67

@ 7 wireshark_manufact-zoneSPONS0.pcapng Packets: 152 - Displayed: 152 (100.0%) Profile: Default
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9. Scroll through the list of packets in the middle, packet details, pane and observe the type of
data shown.
e |nthe packet details pane you will see detailed and decoded information about the
packet selected in the packet list pane.
e You can expand and contract categories shown in the packet detail pane to view more
or less detailed data regarding that category.

*manufact-zone - O x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A= QQqar’

L] ‘ Apply a display filter ... <Ctrl-/> =3 -] +
No. Time Source Protocol Length Info “
1 8.800000000 EER o Echo (ping) request 1d=8xd583, seq=1654/30214, Lil=6

2 ©.000489140 10.9.105.1 ICMP 98 Echo (ping) reply 1d=0xd583, seq=1654/30214, Ettl=6¢

3 0.270180169 ab@: 277f: fed2.. ICMPvE 118 Router Advertisement from 08:00:27:02:de:28

4 8.279922661 ab@:27ff: fedd.. ICMPVE 90 Multicast Listener Report Message v2 .

5 0.469301590 fe80::a00:271f: fedl. 23 ICMPVE 90 Multicast Listener Report Message v2 M

6 ©.471946165 fe80::a00:277F: fedd.. 28 ICMPVE 90 Multicast Listener Report Message v2 pane

7 0.868872895 fe80::a00: 277 : fed2.. 23 ICMPVE 90 Multicast Listener Report Message v2

A1 A?4A4788A 10 A 1AS 101 1A A 105 1 TOMR QR Frhn (ninn) rennest  id=AviSA2  sAn=1R55/30A7A  tt1=Ad b
»

4

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface manufact-zone, id O

» Ethernet II, Src: PcsCompu_43:67:d8 (08:00:27:43:67:d8), Dst: PcsCompu_02:de:28 (08:00:27:02:de:28)
Internet Protocol Version 4, Src: 10.0.105.101, Dst: 10.0.105.1

0 .... = Version: 4

Header Length: 20 bytes (5)

rvices Field: @x@0 (DSCP: CS@, ECN: Not-ECT)

Identification: DX76CC

Flags: Bx40, Don't fragment

Fragment Offset: 0

Time to Live: 64 H
More/less detail

Protocol: ICHP (1) More I.ess detail

Header Checksum: Oxdd76 [validation disabled] expansion toggle

[Header checksum status: Unverified]

Source Address: 16.0.105.101

Destination Address: 10.9.195.1

» Internet Control Message Protocol

packet details
ane

08 00 27 02 de 28 08 PO 27 43 67 d5 08 00 45 00 ! =

B0 54 76 cc 40 00 40 B1 dd 76 Da 00 69 65 Ba 0B Tv-@-@-

69 01 08 00 72 42 d5 63 06 76 60 T2 dd 60 00 @B 1. -rB-c

00 00 aa bd 02 00 00 B0 00 00 10 11 12 13 14 15 .
1016 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 .

26 27 28 29 2a 2b Zc 2d 2e 27 30 31 32 33 34 35 &'()*+,- ./

36 37 67

packet bytes

e ane

@ # wireshark_manufact-zoneSPON50.pcapng Packets: 152 - Displayed: 152 (100.0%) Profile: Default
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10. Scroll through the list of packets in the bottom, packet bytes, pane and observe the type of
data shown (Example).
e The packet bytes pane shows the raw binary data shown in hexadecimal format.
e The packet bytes pane automatically highlights the raw data associated with any
decoded detail data selected in the packet detail pane.

*manufact-zone - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A «esEFiJEaaar

Destination Protocol Length Info -

1 0,0000090900 .6.105. Echo (ping) request 1d-0xd563, seq-1654/30214, ttl=6

2 ©.000489140 10.0.105.1 ICMP 98 Echo (ping) reply 1d=0xd563, seq=1654/30214, ttl=6¢

3 0.270180109 ::a0@: 277f: fedl. : ICMPVE 110 Router Advertisement from 08:00:27:82:de:28

4 8,279922661 abe: 277 fedld. ICMPVE 90 Multicast Listener Report Message v2 .

5 ©.469301590 ape:27ff: fedl.. ICMPVE 90 Multicast Listener Report Message v2 acket list

6 0.471946165 abe: 277 fedld. ICMPVE 90 Multicast Listener Report Message v2 pane

7 0.868872895 ::a0@: 277 fedl. 23 ICMPVE 90 Multicast Listener Report Message v2

R 1 A240A7880 10 A 1A% 101 n oA 2 TrMo Q8 Frhn (ninn) renuest  id=AvdRA2  cen=1RRA/20ATA 1R
»

[

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface manufact-zone, id @

y Ethernet II, Src: PcsCompu_43:67:d8 (08:00:27:43:67:d8), Dst: PcsCompu_B2:de:28 (P8:00:27:02:de:28)
Internet Protocol Version 4, Src: 10.0.185.181, Dst: 10.0.105.1

@ .... = Version: 4

Header Length: 20 bytes (5)

rvices Field: @x0@ (DSCP: CS@, ECN: Not-ECT)

» Different:

Total Length: &

Identification: Bx76cc

Flags: @x4@, Don't fragment

Fragment Offset: @

Time to Live: 64 H
More/less detail

Protocol: ToMP (1) More/less detail

Header Checksum: Bxdd76 [validation disabled] expansion toggle

[Header checksum status: Unverified]

Source Address: 108.8.185.101

Destination Address: 18.8.1085.1

» Internet Control Message Protocol

packet details
ane

B8 0@ 27 @2 de 28 B8 @8 27 43 67 dB 08 @O 45 DO e
00 54 76 cc 40 00 40 @1 dd 76 Ba 00 69 65 Ba DO Tv-@ @
69 01 B8 @0 72 42 d5 63 06 76 60 f2 dd 60 @9 @@ i -rB.c
3 00 08 aa bd B2 00 B0 68 @P 88 10 11 12 13 14 15 .
1016 17 18 19 1a 1b 1c 1d 1e 1f 28 21 22 23 24 25 .
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &'()"+,- ./
36 37 67

packet bytes

1" #3 ane

@ 7 wireshark_manufact-zoneSPONS0.pcapng Packets: 152 - Displayed: 152 (100.0%) Profile: Default
11. Note that you can use the bar separating the packet list, packet details and packet bytes
panes to resize the pane and control how much data is shown in each pane.
12. Take a screen shot showing the entire Wireshark window (Example) and paste it into the lab
form.

“manufact-zone - O x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

y o— 4 3 a. d
Al i@miiRG IeExEFIST=EAQAQXE
[N ]Apply a display filter ... <Ctrl/> = R
No. Time Source Destination Protocol Length Info -
1 0.8000060000 o2l s Echo (ping) request 1d=Bxd563, seq=1654/30214, ttl=6
2 0.800489148 16.0.1085.1 8. s ICMP 98 Echo (ping) reply 1d=8xd563, seq=1654/30214, [t1=6:
3 8.270186109 12771 : Teb2, ICMPVE 118 Router Advertisement Trom 08:00:27:82:de:28
4 0.279922661 127TT:Tedd ICMPVE 98 Multicast Listener Report Message v2 .
5 @.469301598 12777 :TeB2 23 ICMPVE 98 Multicast Listener Report Message v2 M
6 @.471946165 1 27Ff:Tedd, 23 ICMPVE 90 Multicast Listener Report Message v2 pane
7 ©.868872895 1 27FF: Teb2, 23 ICMPVE 90 Multicast Listener Report Message v2
A1 _A24AA78%A 1A A 1AR 101 1A A A5 1 TCMP 48 Frhn (ninn) renuest  id=Axd5A2  sen=1R55/30A7A_ t11=As b
»

[

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface manufact-zone, id 8

» Ethernet II, Src: PcsCompu_43:67:d8 (08:808:27:43:67:d8), Dst: PcsCompu_02:de:28 (B8:00:27:82:de:28)
Internet Protocol Version 4, Src: 10.0.185.181, Dst: 10.0.1085.1

B .... = Version: 4

Header Length: 20 bytes (5)

rvices Field: @x@0 (DSCP: CS®, ECH: Not-ECT)

Identification: Ox7écc

Flags: 0x4@, Don't fragment

Fragment Offset: @

Time to Live: 64 o
More/less detail

Protocol: ICHP (1) More I_Ess detail

Header Checksum: @xdd76 [validation disabled] expansion toggle

[Header checksum status: Unverified]

Source Address: 10.0.105.101

Destination Address: 10.0.105.1

» Internet Control Message Protocol

packet details
ane

B8 8@ 27 02 de 28 B8 8@ 27 43 67 di 88 00 45 0O N

B0 54 76 cc 40 00 40 &1 dd 76 Ga B0 B9 65 Ba O Tv-@-@

69 01 68 60 72 42 d5 63 06 76 60 T2 dd 60 6B @& 1. -rB.c
i 08 08 aa bd 02 06 B8 @0 00 60 10 11 12 13 14 15 M
1016 17 18 19 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 14§ ane

26 27 28 29 2a 2b Zc 2d 2e 27 30 31 32 33 34 35 &'()*+,- ./

36 37 67

@ 7 wireshark_manufact-zoneSPONS0.pcapng Packets: 152 - Displayed: 152 (100.0%) Profile: Default
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Part 5

Use Wireshark's protocol follow stream option to capture plain text data

In this part of the lab, you will use Wireshark's follow stream functionality to demonstrate how to
collect, decode and view related network traffic in a single window.

1. Click the Clear display filter button to remove the current display filter.

& *manufact-zone - 0 X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 0 mMRARR ResE=FsLEaaarn

(W dheg @, .

No. Time Source Destination Protocol Length Info

233 91.427780131 0.0.6.08 25b.255.2585. 265 DHCP 342 DHCP Discover - Transaction ID 8xf63633 AL
237 92.452888858 10.8.185.1 10.0.185.102 DHCP 342 DHCP Offer - Transaction ID 8xf63gfeds ﬂ
238 92.453067587 0.0.6.0 2565.2565.265. 265 DHCP 342 DHCP Request - Transaction ID 8xj#s63eds

239 92.454612630 6.105.102 DHCP 342 DHCP ACK - Transaction ID P .f6363ed5

» Frame 239: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface manufactg¥one, id @ -
» Ethernet II, Src: PcsCompu_02:de:28 (08:00:27:02:de:28), Dst: PcsCompu_43:67:d8 (08:00:27:432467:d8)
= Internet Protocol Version 4, Src: 10.0.105.1, Dst: 10.0.105.102

.. = Version: 4

.. 0101 = Header Length: 2@ bytes (5)
v Differentiated Serwvices Field: @x1@ (DSCP: Unknown, ECN: Not-ECT) . - . .
Total Length: 328 Clear display filter Apply display filter
Identification: Gx0088 (8)
» Flags: 0x00
Fragment Offset: ©
Time to Live: 128
Protocol: UDP (17)
Header Checksum: 0x532e [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.9.105.1
Destination Address: 10.0.105.102
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dvnamic Host Configuration Protocol (ACK) 4
@8 00 27 43 67 d8 08 60 27 02 de 28 03 00 45 10 'Cg -
@1 48 00 00 00 @0 80 11 53 2e Da 0@ 69 01 Pa 00 H
69 66 00 43 00 44 01 34 B2 56 02 ©1 06 00 T6 36 if C-D-4
3e 45 00 00 00 00 00 GO 0O 00 Da B0 69 66 0O 0O  >E
00 00 00 00 00 00 08 0@ 27 43 67 dB 00 00 00 00
@0 00 00 0P 00 00 A0 GG 00 00 0@ 00 GO OO 0O 00
@0 00 00 0P 00 00 A0 GG 00 00 0@ 00 GO OO 0O 00
G0 00 00 0P B9 00 90 GG 00 00 D@ 0@ 6P OO 6O B0 -

@ 7 Dynamic Host Configuration Protecol: Protocel Packets: 507 - Displayed: 4 (0.8%) - Dropped: 0 (0.0%)  Profile: Default
2. Start capturing network traffic by clicking on the Start Capturing packets button then
clicking the Continue without Saving button.
3. Open anew terminal (command prompt) window by clicking the Terminal Emulator button
found at the upper left hand corner of the window.
4. Connectto the PLC by typing the command nc¢ 10.0.255.102 23.

e The nc command starts the netcat program which is useful network utility that allows a
quick connection to network services. In this case netcat is connecting to the telnet
service running on the PLC.

5. Type the command exit to end the terminal session.
Return to the Wireshark window.
7. Stop capturing network traffic by clicking on the Stop Capturing packets button.

o
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Click in the display filter field, type ip.addr==10.0.255.102 then click the Apply display filter

button or press <ENTER> to activate the filter (Example).

*manufact-zene o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am mERE ] s =Eaaanm

[F Tdhcpl

No. Time Source Destination Protocol Length Info

233 91.427780131 0.6.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction
237 92.452808058 10.0.105.1 10.0.105.102 DHCP 342 DHCP Offer - Transaction
238 92.453067507 0.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction
239 92.454612630 .0. 2 10.0.105.102 342 DHCP ACK Transaction ID P.f6363e45

Frame 239: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface manufac
Ethernet II, Src: PcsCompu_02:de:28 (08:09:27:02:de:28), Dst: PcsCompu_43:67:d8 (08:80:27:4
Internet Protocol Version 4, Src: 10.0.105.1, Dst: 10.0.105.102
. = Version: 4
. 0161 = Header Length: 26 bytes (5)

b gizirigrﬁ;?ﬁ?dsggwmes Field: @x16 (DSCP: Unknown, ECN: Not-ECT) Clear display filter Apply display filter

Identification: 0x@000 (@)
b Flags: 0x00

Fragment Offset: 0

Time to Live: 128

Protocol: UDP (17)

Header Checksum: 0x532e [validation disabled]

[Header checksum status: Unverified]

Source Address: 10.0.105.1

Destination Address: 10.0.105.102
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dvnamic Host Confiouration Protocol (ACK) ~
| @B 00 27 43 67 d8 @8 00 27 02 de 28 08 00 45 10 < 'Cgee -
10 @1 48 00 06 00 00 80 11 53 2e Da 00 69 01 Ga 0@ “H
| 69 66 GO 43 0@ 44 91 34 82 56 02 @1 B6 60 T6 36 if-C-D-4

| 3e 45 0O 0G 00 0P A0 D@ G0 B0 Da B@ 69 66 BO 0@  >E
[0E40 80 60 60 0O B0 G0 8 68 27 43 67 d8 B0 00 00 0O
UESH 80 60 60 00 00 G0 60 GG G0 60 0O B0 GO 00 00 0O
(BE0 @8 60 08 06 B0 00 00 BG 0D A0 DG BO GO 0P 6 PA
70 @8 60 BB 06 BO 06 00 GG GO A0 DG BO GO 0P 6 PE -

@ ¥ Dynamic Host Configuration Protecol: Protocel Packets: 507 - Displayed: 4 (0.8%) - Dropped: 0 (0.0%)  Profile: Default

Right click any packet in the packet list pane which is using the TELNET protocol.
From the pop up menu choose the option Follow -> TCP Stream.

1

*manufact-zone - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

20 67 6e 20 31 38 2e 30 2e 32 35 35 2e 31 30 32 on 18.0
20 79 6f 75 20 61 72 65 20 63 G6f Ge 6e 65 63 74 you are
69 6e 67 20 66 72 6f 6d 20 31 30 2e 30 2e 31 3¢ ing from -

@ 7 wireshark_manufact-zone0l 9)50.pcapng Packets: 48 - Displayed: 8 (16.7%) * Dropped: 0 (0.0%)  Profile: Default

I = > ; a2 &=
A m EERE Qe2EF LT = QAQAQE
[Rip.2ddr==10.0.255.102 B -] +
No. Time Source Destination Protocol Lengtt Info =
33 12.006860267 10.0.185.102 16.8.255.182 TCP 74 39754 — 23 [SYN] Seq=0 Win=64248 Len=0 MS5=1460 SACK |
34 12.007986363 10.0.255.102 10.0.105.1682 TCP 74 23 - 39754 [SYN, ACK] Seq=0 Ack=1 Win=865168 Len=0 MSS-
35 12.0087952633 10.0.105.102 10.0.255.102 TCP 66 39754 — 23 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSwal=18(
809125445
37 12.009140842 18.0.105.102 10.8.2 Mark/Unmark Packet ctri+M Segq=1 Ack=70 Win=64256 Len=0 ISval=1f
38 12.009125507 10.0.255.102 10.0.1 | U Packet Ctrl+D ACK] Seq=70 Ack=1 Win=65280 Len=0 TS\
30 12.009304319 10.0.105.102 10.0.2  lgnore/Unignore Packe i ACK] Seq=1 Ack=71 Win=64256 Len=0 TS\
) AR 12 ARGART?A1A 1A A 285 1A2 in A1 Set/Unset Time Reference Ctri+T Sen=T1 Ark=? WiN=RAZAA | enzh TSual=1: b
» Frame 36: 135 byfes on wire (108@ bits), 135 by|  Time Shift... Ctrl+shift+T  t-zone, id B
» Ethernet II, Src: PcsCompu_02:de:28 (08:08:27:0 67:d8)
» Internet Protocol Version 4, Src: 16.0.255. 162,  '2cketComment... Curl+Alt+C
» Transmission Control Protocol, Src Port: 23, Ds Edit Resolved Name
v Telnet
Apply as Filter b
Prepare as Filter b
Conversation Filter 4
Colorize Conversation b
SCTP v
Copy 4
Protocol Preferences r
[ 08 00 27 43 67 d8 ©8 00 27 02 de 28 03 0O -
0 0879 28 35 43 00 37 ©6 95 70 £a 00 Tr 65 (  oCUSAS-
I 69 66 G0 17 9b 4a 56 f3 af e7 9b 67 O bd Show Packet in New Window
[ @1 fe c2 bf @0 00 @1 01 08 Qa c3 74 f1 eb o0 ®
[ 17 e 53 79 73 74 65 6d 20 72 75 Be 6e 69 Be 67 System
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11. Take a screen shot that shows the entire Kali window and paste it into the lab form.

E Kali [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

A O X

Cgy qterminal eshark 03:02PM O A O A ¢

Wireshark - Follow TCP Stream (tcp.stream eq 0) - manufact-zone
File Edit View Go

Al 7@ ]
L] tcp.stream eq 0

No. Time -
33 12.00686026]

System running on 10.0.255.102 you are connecting from 10.8.1085.102.

AR 12 ARGART2A1 PRA | en=A_TSwal=3’ b
»

» Frame 36: 135 bytd

» Ethernet II, Src:

» Internet Protocol

» Transmission Contr|

» Telnet

B8 08 27 43 67
@0 79 28 35 46|
69 66 00 17 9|
@1 fe c2 bf 00§ | Entire conversation (69 bytes) ~ | Show data as | ASCIl
17 e0 53 79 73

20 6F 6e 20 3 Find:

Find Next
20 79 67 75 20|

69 Ge 67 20 6§ Filter Out This Stream Print Save as... Back X Close
@ 7 wireshark_ma

0 client pkts, 1 server pkt, 0 turns.

¥ | Stream | 0

¢ &Help =
:0(0.0%) Profile: Default

& o D@ 8® @ right cr

Part 6

Use Wireshark to analyze a previously saved data capture

In this part of the lab, you will use Wireshark to analyze a pcap data file which contains a
connection to a web server using the HTTP and HTTPS protocols.

1. Close the Follow TCP Stream window
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Click the Clear display filter button to remove the current display filter.

*manufact-zone - o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ mPORB Ae"sEF IS EQqQQiF

[ Tdhcpl @] p

No. Time Source Destination Protocol Lengtt Info
233 91.427780131 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 0xf6363g ‘m
237 92.452808858 10.0.105.1 10.0.105.102 DHCP 342 DHCP Offer - Transaction ID @xr63feds =
238 92.453067507 0.0.0.0 25h.255.255.255 DHCP 342 DHCP Request - Transaction ID @xf#563e45

238 92.454612638 -0. 5 10.0.165.182 342 DHCP ACK - Transaction ID F.f6363ed5

» Frame 239: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface manufacfgfone, id @ -
» Ethernet II, Src: PcsCompu_02:de:28 (08:00:27:02:de:28), Dst: PcsCompu_43:67:d8 (08:00:27:432087:d8)
- Internet Protocol Version 4, Src: 10.0.105.1, Dst: 10.0.105.102

1 .. = Version: 4

.. 0101 = Header Length: 20 bytes (5)
b 2;::?'52:‘;??;&132:7\(1095 Field: ©x10 (DSCP: Unknown, ECN: Not-ECT) Clear display filter Apply display filter
Identification: 0x@000 (@)
+ Flags: 0x00
Fragment Offset: 0
Time to Live: 128
Protocol: UDP (17)
Header Checksum: 0x532e [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.06.185.1
Destination Address: 10.8.105.102
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dvnamic Host Configuration Protocol (ACK) ~

B8 00 27 43 67 d8 08 60 27 02 de 28 88 00 45 10 'Cg -

G1 48 90 00 B0 00 80 11 53 2e Pa B0 69 01 Ba BO H

69 66 00 43 00 44 01 34 82 56 D2 01 06 @0 6 36 if-C-D-4

3e 45 00 00 B0 0O OO GO 0O 00 Da OO0 69 66 0O 80 =E

68 00 9O 00 B0 0O 08 00 27 43 87 dB 0O 00 0O B0

G2 00 PO 00 80 0O 00 GG 00 60 0P OO B0 00 0O 80

G2 00 PO 00 80 0O 00 GG 00 60 0P OO B0 00 0O 80

G2 00 PO 00 B0 0O OO GG 00 60 0@ 00 B0 0D 0O 80 -

@ ¥ Dynamic Host Configuration Protocol: Protocol Packets: 507 * Displayed: 4 (0.8%) * Dropped: 0 (0.0%) Profile: Default

From the File menu in Wireshark choose the Open option.
Navigate to the /home/student/labs/wireshark directory then open the Wireshark-
Lab.pcapng capture file.
Click the Continue without Saving button.
Create and apply a display filter which will show only http traffic.
Use the follow HTTP Stream option to follow the stream associated with any of the filtered
packets going to or coming from the IP address 10.0.105.1 which also uses the HTTP
protocol.
e Make certain to follow the HTTP protocol and not the OCSP protocol.

Take a minute or two and view the data displayed.
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10.
11.
12.

13.

14.
15.
16.

Ensure that some data from the http stream is shown, take a screen shot that shows the
entire Kali window and paste it into the lab form.

Kali [Running] - Oracle VM VirtualBox A - OX
File Machine View Input Devices Help

1wy || [4] Cg qterminal £ Wireshark 0424PM T ) A O | @ G

‘Wireshark - Follow HTTP Stream (tcp.stream eq 8) - Wireshark-Lab.pcapng - O X

File Edit View Go Capture Analyze 5ti
GET / HTTP/1.1]

AD4d®@ + @ M a Host: 10.0.105.1]

User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:78.0) Gecko/20100101

N |tcp.stream eq 8 Firefox/78.6)

Accept: text/html,application/xhtml+xml, application/xml;g=0.9, image/]
No. Source ebp, */*:q=0.8§

.690944264 .0. . Accept-Language: en-US,en;q=0.5
691368864 -0. - Accept-Encoding: gzip, deflate]
541149630 -0. - Connection: keep-alive]
-541172640 -0. - Upgrade-Insecure-Requests: 1]
.541503982
.541515707 -G > HTTP/1.1 2600 0

Server: nginx|

Date: Thu, 81 Jul 2821 19:48:04 GM

on Control Protocol, Sr¢
[3 Reassembled TCP Segments (1169¢

Hypertext Transfer Protocol

Line-based text data: text/html (¢

X-Frame-Options: SAMEORIGIN
Content-Encoding: gzip|
31 pkts, 31 pkts, 61 turns.

Entire conversation (1,371kB) Showdataas ASCII v
8d 3
Find: Find Next

Frame (180 bytes)  Reassembled TCP (11698
® E Wireshark-Lab.pcapng

Filter Out This Stream Print Save as... Back Close Help

(=& &= i ) @ @ right ctrl

Close the Follow HTTP Stream window.

Remove the current display filter.

Create and apply a display filter which will show only traffic associated with HTTPS traffic
using TCP port 443.

e The filter you should use is tcp.port==443

Use the follow TCP Stream option to follow the stream associated with any of the filtered
packets going to or coming from the IP address 10.0.105.1 which also uses the TCP
protocol.

Take a minute or two and view the data displayed.

Answer the final question found in the lab form.

To end the lab, restart the ICS Lab Control program from the Desktop if necessary, select
the Pause/End Lab option, click the OK button then wait for the systems to stop.
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