Wireshark Lab Form

Name:
Date:

2.

Paste the screen shot taken in Part 3 — “Use Wireshark to capture and view network traffic in
different formats” into this question:

*manufact-zone - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 0 mHRE QensEsF s EHQQQE

L] |£\p|: y a display filter ... <Ctrl-/= = -] +
No. Time Source Destination Protocol Lengtt Info -
1 0.000000008 16.0,1685.101 10.0.105.1 Echo (ping) request 1d=0xd563, seq=1654/30214, ttl=6
2 0.000489140 10.0.105.1 10.60.105.101 ICMP 98 Echo (ping) reply id=0xd563, seq=1654/30214, tt1=64
3 0.270188109 feBO::aB0:277f: Teb2. fFO2::1 ICMPvG 110 Router Advertisement from 08:00:27:02:de:28
4 0.279922661  feBO::aB0:27ff:Tedd. frO2 ICMPvE 9@ Multicast Listener Report Message v2 .
5 0.4693015960 feB80::aB@:27ff:fed2. fFO2 ICMPVE 90 Multicast Listener Report Message w2 acket list
6 0.471946165 fe80::a00:27ff:fed3. ffO2 ICMPvE 90 Multicast Listener Report Message v2 pane
7 0.868872895 fe80::a00:27ff:fTeb2. frO2::16 ICMPVE 90 Multicast Listener Report Message v2
A 1 A24A4288A 1A A 1A5 161 1A A 1A5 1 TrMP 98 Frhn (ninn) renuest  id=Avd5A2  sea=1RR5/3AATA tt1=fi
1 »

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface manufact-zone, id @
» Ethernet II, Src: PcsCompu_43:67:d8 (08:00:27:43:67:d8), Dst: PcsCompu_02:de:28 (08:00:27:02:de:28)
(:)Internet Protocol Version 4, Src: 10.0.105.181, Dst: 10.8.105.1

.... = Version: 4

Header Length: 28 bytes (5)

rvices Field: @x@0 (DSCP: CS@, ECN: Not-ECT)

Identification: @x76cc

Flags: @x48, Don't fragment

Fragment Offset: @

Time to Live: &4 .
More/less detail

Protocol: ICHP (1) More I'?ss detail

Header Checksum: @xdd76 [validation disabled] expansion toggle

[Header checksum status: Unverified]

Source Address: 10.0.105.101

Destination Address: 10.0.185.1

v Internet Control Message Protocol

packet details
ane

08 00 27 02 de 28 88 B0 27 43 67 dB 08 @0 45 @0 '

08 54 76 cc 40 00 48 61 dd 76 Da 80 69 65 Ga @O0 Tv-@ @

69 01 68 00 72 42 d5 63 06 76 60 T2 dd 60 @@ @0 i - -rB.c

00 00 aa bd 02 00 00 GG 00 00 10 11 12 13 14 15 o o

16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 o o
UESE 26 27 28 29 2a 2b 2c 2d 2e 2 30 31 32 33 34 35 A&'()*+,- ./
0e6E 36 37 67

packet bytes

S ane

@ 7 wireshark_manufact-zoneSPON50.pcapng Packets: 152 - Displayed: 152 (100.0%) Profile: Default
The screen show submitted by the student should show a different time and/or some other
difference from this and the reference example.

Paste the screen shot taken in Part 4 — “Use Wireshark filters to display specific data“ into this
question:



o Kali [Running] - Oracle VM VirtualBox A _ O X

File Machine View Input Devices Help

*manufact

*manufact-zone

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

g ) BMERGE Qe2EF IS E QAQaE
(A ]dhep B0 -]+
No. Time Source Destination Protocol Length Info

136 54.190510006 0.0.0.0 2b5.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x3244ea@7

10.6.105.102 342 DHCP Offer Transaction ID ©x3244ead7
.08.8. 2bh. 255,205,255 342 DHCP Request Transaction ID @x3244ead7
L 142 55.222966135 10.0.105.1 10.6.105.102 DHCP 342 DHCP ACK - Transaction ID ©x3244ea@7

Boot file name not given -
Magic cookie: DHCP

Option: (53) DHCP Message Type (Offer)

Option: (54) DHCP Server Identifier (10.8.185.1)

Option: (51) IP Address Lease Time

(1) Subnet Mask (255.255.255.0)
Option: (32) Router
Option: (15) Domain Name
Option: (6) Domain Mame Server
Option: (255) End -

53 63 35 91 B2 36 04 . .
20 ERENAMGGE 03 13

6f 6d 65 2e 61 72 70 61 B Y|
0B 00 08 90 80 0O B OO ceeis

@ 7 DHCP/BOOTP option type (dhcp.option.type). 6 bytes Packets: 290 - Displayed: 4 (1.4%) - Dropped: 0 (0.0%)  Profile: Default

(& & &R )@ @ right ctrl

3. Paste the screen shot taken in Part 5 — “Use Wireshark's protocol follow stream option to
capture plain text data“ into this question:



File Machine View

Kali [Running]l - Oracle VM VirtualBox

Input Devices Help

eshark

C@ qterminal

‘e

Wireshark - Follow TCP Stream (tcp.stream eq 0) - manufact-zone

®

No.

» Frame 36: 135 byt
v Ethernet II, Src:
+ Internet Protocol
v Transmission Contr
» Telnet

08
6o 79
69 66
61 fe
ed
67

27 43 67|
28 35 40
60 17 9b)
c2 00|
53 79 73
6e 20 3
20 79 6T 75 20
69 Ge 67 66|

@ 7 wireshark_ma

0 client pkts, 1 server pkt, 0 tumns.

Entire conversation (69 bytes) * | Show data as | ASCII

Find:

Filter Out This Stream Print Save as... Back

280 | en=A TSwal=31
3

~ | Stream |0

Find Next

% {Help

1 0{0.0%) Profile: Default

X Close

(= 1B i 8] @ right ctrl

The screen show submitted by the student should show a different time and/or some other

difference from this and the reference example.

Paste the screen shot taken in Part 6 — “Use Wireshark to analyze a previously saved data

capture” into this question:



File Machine View Input Devices Help

File Edit View Go Capture Analyze 5t

ADOAd® tBE@
M |tcp.stream eq 8

No. Source
.690944264
.691368864
.541149630
.541172640
.541503982
.541515787
.541781499

: 180 bytes
et II, S

sion Control Prot
embled TCP Segmen

Hypertext Transfer Protocol

Line-based text data: text/html (¢

) B0 01 @
> . df
¢ 7 ff 62 54 40
8d 3b 4d 93 e9 3b 7
Frame (180 bytes) = Reassembled TCP (11698
® E Wireshark-Lab.pcapng

Kali [Running] - Oracle VM VirtualBox A - 0O X

“ | T Eml _,| D:‘ g gterminal Lg Wireshark 4PM DO A O @A C

Wireshark - Follow HTTP Stream (tcp.stream eq 8) - Wireshark-Lab.peapng - O x

Host: 10.0.105.1

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101
Firefox/78.0)

Accept: text/html, application/xhtml+xml,application/xml;q=0.9, image/|

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate]
Connection: keep-alive|
Upgrade-Insecure-Requests: 1

HTTP/1.1 288 0

Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive|

X-Frame-Options: SAMEORIGIN

Last-Modified: Thu, 01 Jul 2621 19:48:04 GM
Set-Cookie: PHPSESSID=0f62efafdb904485a08bT245bce77fa5; path=/;
HttpOnly)|

Expires: Thu, 19 Nov 1981 ©8:52:00 GM
Cache-Control: no-store, no-cache, must-revalidate|
Pragma: no-cache|

X-Frame-Options: SAMEORIGIN

Content-Encoding: gzip|

3.1pk‘ts, 3ka‘ts, 61 turns.
Entire conversation (1,371kB) Showdataas ASCII v

Find: Find Next

Filter Out This Stream Print Save as... Back Close Help

(& & | & 8] @ @) right ctrl

The screen show submitted by the student should show a different time and/or some other
difference from this and the reference example.

Some network administrators argue that HTTPS traffic is more secure than HTTP traffic. Based
on your observations do you believe this to be true? Explain your answer.

HTTPS traffic is more secure than HTTP traffic because it is encrypted. This can be seen by
comparing the data shown when using Wireshark’s follow stream window with HTTP and HTTPS
traffic. Much of the data shown in the HTTP follow stream is human readable while the data
shown in the HTTPS follow stream is NOT human readable.



