Metasploit Lab Form

Name: \
Date:\ \

1. Paste the screen shot taken in Part 3 — “Map the Network and Find a Vulnerability” into this
question:

Kali (before lab) [Running] - Oracle VM VirtualBox - o x ]

File Machine View Input Devices Help |

09:07AM O A 0|ac
student@kali: Jusr/share/metasploit-framework/imedules/exploits/windows/smb x
File Actions Edit View Help
msfe > hosts

mac name 0s_name os_flavor « purpos
info commen

File System

ICS-SA.home.arpa FreeBsD
Windows XP
Windows XP

Linux
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The screen show submitted by the student should show a different time and/or some other
difference from this and the reference example.

2. When you first run the exploit and connect to the target system what is your username?
\NT AUTHORITY\SYSTEM
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After migrating the meterpreter payload to the AdvancedHMlI.exe process what is your
username?
\HMI/student

What effect did the sol.exe program have on the HMI system?
\The solitaire game opens on the HMI system.

Challenge/Optional) What command(s) did you type to shutdown the HMI system.
help
shutdown

Paste the screen shot taken in Part 8 — “Eliminate the Vulnerability” into this question:
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Kali (base) [Running] - Oracle VM VirtualBox = 0 X
File Machine View Input Devices Help

(] student@kali: ~ 09:55AM O

& Vi

student@kali: ~
Actions Edit View Help

me 01t ) 3 ev
2099 exploits - 1 auxiliary - 357 post
[ 592 payloads - 45 encoders - 10 nops
File System { —=[ 7 evasion

Metasploit tip: Adapter names can be used for IP params

msfé > workspace metaspoit_lab
Workspace: metaspoit_lab
msf6 > db_nmap -Pn —script smb-vuln-ms08-067.nse 10.0.255.101
Nmap: 'Host discovery disabled (-Pn). All addresses will be marked 'up’' a
nd scan times will be slower.
Nmap: Starting Nmap 7.91 ( https://nmap.org ) at 2024-01-29 09:53 EST
Nmap: Nmap scan report for 10.0.255.101
Nmap: Host is up (0.00014s latency).
Nmap: Not shown: 996 closed ports
Nmap: PORT STATE SERVICE
Nmap: 135/tcp open msrpc
Nmap: 139/tcp open netbios-ssn
Nmap: 445/tcp open microsoft-ds
Nmap: 1038/tcp open mtgp
Nmap: MAC Address: 08:00:27:65:78:6A (Oracle VirtualBox virtual NIC)
Nmap: Nmap done: 1 IP address (1 host up) scanned in 1.42 seconds
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