
 

  

 

Metasploit Lab Form 
 

Name:  

Date:  

1. Paste the screen shot taken in Part 3 – “Map the Network and Find a Vulnerability“ into this 

question: 

 
The screen show submitted by the student should show a different time and/or some other 

difference from this and the reference example. 

 

 

 

2. When you first run the exploit and connect to the target system what is your username? 

NT AUTHORITY\SYSTEM  

 



 

  

 

 

 

3. After migrating the meterpreter payload to the AdvancedHMI.exe process what is your 

username? 

HMI/student 

 

 

 

4. What effect did the sol.exe program have on the HMI system? 

The solitaire game opens on the HMI system. 

 

 

 

5. Challenge/Optional) What command(s) did you type to shutdown the HMI system. 

help 

shutdown 

 

 

6. Paste the screen shot taken in Part 8 – “Eliminate the Vulnerability” into this question: 



 

  

 

 
 


