Nmap Lab Form

Name: \
Date:\ \

1. How many systems were found when performing the default scan in part 2? How long did the
scan take?

|

The default scan should find 6 active hosts.

The default scan took 11.17 seconds on my system. It should be more than the time shown in
the next question.
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student(@kali: ~

File Actions Edit View Help

En

‘nmap.org
ome.arpa
Host is up (0.0802 Latency ).
Not shown: 996 filtered ports
T STATE SERVICE
open ssh
open domain
open http
] open https
MAC Address: @8:0@:27

Lo R

=
-

Nmap scan repor
Host is up (@.0002 W)
Not shown: 995 closed ports

STATE SERVICE

open msrpc

open netbios-

open microso

open nsstp

ams
@8:

Nmap scan repor
Host is up (@ 27 V).
Not shown: 996 closed ports
PORT STATE SERVICE
: open mMsTrpcC
open netbios-
open microso
tcp open i
MAC Address:

Host is up (@ W)
Not shown: 999 osed ports
PORT STATE SERVICE

2. How many systems were found when performing the ping scan in part 3? How long did the scan
take?

|

The ping scan should find 6 active hosts.
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The ping scan took 6.68 seconds on my system. It should be less than the time shown in the next
question.

student @kali: ~

File Actions Edit View Help

[j_. }—[ ~
Starting Nmap 7.91 ( https:/ map.org

Nmap scan repor r ICS5-5SA.home.arpa

Host is up (@ )

MAC Address: g M C (Oracle VirtualBox wvirtual NIC)
Nmap scan r § ! Llaa

Host 1s up (@ ;

MAC Address: @8:@@:2 1 VirtualBox wvirtual NIC)
Nmap scan report tor 10.0.255.1@1

Host is up (@.00019s latency).

MAC Address: 08:0 o & (Oracle VirtualBox wvirtual NIC)
Nmap scan report 1

Host is up (@

MAC Address: - 2 VirtualBox virtual NIC)

Host is up (@

MAC Address: . VirtualBox virtual NIC)
Nmap scan report tor

Host is up.

Nmap done: 255 addresses (6 hi ) scanned in 6.37 seconds

Lo
|

3. How many systems were found when performing the fast scan in part 3? How long did the scan
take?

The fast scan should find 6 active hosts.

The fast scan took 7.73 seconds on my system. The time should probably be in between the
time taken for the default scan and the ping scan.

@O0

BY SA



File Actions Edit

>

Starting Nmap 7.91 (

Nmap scan r
Host is up (@
Not shown: 996
PORT STATE
Y. open
open
open
open
MAC Address:
Nmap scan repo
Host is up (@.
Mot shown: 995
PORT STATE
13 open
open
open
open

4]

Nmap scan rep
Host is up (@
Not shown: 996
PORT STATE
open
open
open
open
Address:

MAC @

student @kali: ~

View Help

18.8
https:
rt for ICS
255 late 1
filtered ports
SERVICE
<sh
domain
http
https

06-29 15:52

EDT

(Oracle VirtualBox virtual NIC)

rt for 18.0.2

B@0829s latency
closed ports
SERVICE
msrpc
netbios-ssn
microsoft-ds
nsstp
ams
8:00:27:F@:AD:D9 (Oracle VirtualBox wvirtual NIC)

55.10@
).

rt for 18.@
pa0les 1.
closed p
SERVICE
MSTpC
netbios-
microsof
netsaint
8:0@0:27:41:54:E6 (Oracle VirtualBox virtual NIC)

255.101
e

n
d

5
t=

5

STATE SERVICE

'tcp open

4. What happened to

|

The plc-caution scri

t

elnet

the PLC system when you ran the intrusive plc-caution script?

pt causes the PLC system to reboot.
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D File Machine View Input Devices Help ichine £

Arch Linux 5.11.15-archl-2 (ityl)

plc login:
Invalid network traffict
Shutdown in 60 seconds?

Invalid network traffict
Shutdown in 55 seconds?

Invalid network traffict
Shutdown in 50 seconds?

Kali (base) [Running] - Oracle VM VirtualBox - o
View Input Devices Help

05:19PM O

student @kali: ~
File Actions Edit View Help
student@kali: ~ * student@kali: ~ *

Nmap 7.91 ( https .org -@6 17:19 EDT

Host is up (9.0
Not shown: 999
PORT STATE SERVICE
tcp open telnet
MAC Address: € 7:D8: : virtual NIC)

Host script results:
| plc-caution: Target stopped responding.
| _Hope it wasn't doing anything important! ;)

MNmap done: 1 IP address (1 host up) scanned in @ seconds

|__:'|

| = [ o

What is the IP address of the system that has the NetBIOS computer name OPC\x00?

sudo nmap -A 10.0.255.1-254
The OPC\x00 system’s IP address is 10.0.255.100
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student@kali: ~

File Actions Edit View Help

) - o~

/nmap.org )} a -@7-88 12:18 EDT
.18@

Host is up (@.68s laten
Not shown: 995 closed ports
PORT STATE SERVICE VERSION

open mMSTpC Microsoft Windows RPC

open netbios-ssn Microsoft Windows netbios-ssn

open microsoft-ds Windows XP microsoft-ds

open mMsTpC Microsoft Windows RPC

open mMSTpC Microsoft Windows RPC

: 05Ss: Windows, Windows XP; CPE: cpe:/o:microsoft:windows, cpe:/o
:windows_xp

Host script results:
| _clock-skew: mean: 1h59m59s, deviation: 2h49m42s, median: @s
|_nb5tat: NetBIOS name: OPC, NetBIOS user: <unknown>, NetBIOS MAC: @8:00:27:8
f (Oracle VirtualBox wvirtual NIC)
smb-os-discovery:
05: Windows XP (Windows 2000 LAN Manager)
S CPE: cpe:/o:microsoft:windows_xp::-
Computer name: opc
NetBIOS computer nam

System time:
smb-security-mo

d
a

disabled (dangerous, but default)
1 negotiation failed (SMB2)

Service detection performed. Please report any incorrect results at https:
map.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 115.2

Ls

6. What are the IP addresses of the systems running the Modbus protocol?

|

sudo nmap -p 502 10.0.255.1-254
10.0.255.100, 10.0.255.102
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L [ 582 18.8.255.1-254

Starting Nmap 7.91 { https://nmap.org } at 2023-87-16 08:45 EDT
Nmap scan report for ICS5-SA.home.arpa (10.0.255.1)

Host is up (0.00023s latency).

PORT STATE SERVICE
502/tcp filtered mbap
MAC Addre A@:27:D4:87: (Oracle VirtualBox wirt NIC)

Nmap scan report for 10.0.255.100
Host is up {0.0826s latency]).

PORT STATE SERVICE
502/tcp open mbap
MAC Addre BB:00:27:87:CC:CF {(Oracle Virtual ( wvirtual NIC)

Nmap scan report for 10.0.255.101
Host is up (0.00029s latency).

PORT STATE SERVICE
502/tcp cl
MAC Addre }:00:27: Rl {Oras VirtualBox wvirtual NIC)

Nmap scan report for 10.0.255.102
Host is up (0.00027s latency).

PORT STATE SERVICE
502/tcp open mbap
MAC Addre BE:00:27:0D:C9 (Oracle Virtual ( wirtual NIC)

Nmap scan report for 10.08.255.1683
- ; up {0.00827s latency).

STATE SERVICE
582/tcp cl d mbap
MAC Add :00:2T7:0E:84:EA (Qracle VirtuwualBox wirtual NIC)

Nmap scan report for 10.0.255.108

BBEB25s latency).

PORT SERVICE
582/tcp ¢ sed mbap

Nmap done: 254 IP addre (6 hosts up) scanmed in 4.12 seconds
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